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From Dataveillance to Online Datapulation

Today the smallest details of our daily lives o

are tracked and traced more closely than e
ever before (liquid surveillance or K
Dataveillance)!

However, data is not only used for packsd T, R
surveillance anymore... but also to -
manipulate people’s opinions and e

decisions! WLINTOT

- F ake N ews BREAKING: Obama And Hillary Now Promising Amnesty

To Any lllegal That Votes Democrat

- Filtering, censorship,
- Psychological profiling: Stories around
Trump election, Brexit,...

Datapulation: Data + Manipulation
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Ifferent types of Online Manipulation

INWINALL DINVINOWIN JIY, vvny I\GUP Payll Iy CALaQ!®

Save $18.95 with FREE Two-Day Shipping on this order

Unlimited FREE Two-Day Shipping

+~ Unlimited streaming of movies and TV shows
with Prime Video

+/  Exclusive student discounts, Prime Music
and more

Fake News

+~ 50% off Amazon Prime

No thanks, | do not want to save $18.95 GET STARTED

Mission «

Use large-scale data analysis
“to change audience behavior”
(company website)

with personalised messages
based on their social network profiles
(eg Facebook) to influence

- Dark Patterns

the way they vote
y — Mark Zuckerberg
Key investors Facebook CEO
Robert Mercer
US billionaire, TRy
Republican Party donor Cam pa i en
US presidential Donald Trump

election, 2016, B
Steve Bannon US President

alt-right US media executive
' former Trump strategist

Alexander Nix
CA chief executive

(suspended) In Britain, the media has questioned
Cambridge Analytica’s role during the
Subsidiary of: Founded: HQ: the Brexit referendum on EU membership.
British marketing 2013 London, UK Nix denies the company worked on Brexit

company Strategic
Communication

Laboratories (SCL) Sources: Cambridge Analytica, SCL Group OAFP

Personalized Manipulation (Cambridge Analytica)




The need for Conceptualization

« Data manipulation (and brain insecurity) is growing
* We need to define technical solutions and regulate t!
« But policy makers have struggled to respond since the
ISsue Is under-conceptualized!
« Qur approach:
-we get inspired by CS security to conceptualize
“security” properties
-We get inspired by Al security to conceptualize
attack vectors
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Brain Online Manipulation
Security Properties

 The brain can be considered as a Black box
« What do it mean to secure a black box (CIA)?
-Confidentiality

"”tegr'tY_ } Data Manipulation
-Availability

« Confidentially (Mental liberty) Is also very
concerning

—  See recent dev. combining Al + EEG to
“read” the mind
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Brain Manipulation Attack Vectors
(getting inspired from Machine Learning)

Trajning Data MII Algo. Generated Model

Generated Actions
Model(s)




How do People Learn and make Decisions?
A (very) Simple Meta-Model

_ Decision Phase
Learning |

Phase A ( |

( \
Education (parents, school, friends,...)

|nformatims: |
Various Experiences e

/ R

Every day life... / e o
Various Sensors Cognitive Actions
(smells, sounds, Model(s)

image, ....)
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Machine Learning (In) Security
Attack vectors

Tra"ning Data I\/IIIAlgo. Gene{ated Model
) \

Generated Actions
Model(s)
(1) Data Pollution t (3) Model Exploitation t
(2) Algorithm Attack (4) Execution
Attack
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Machine Learning (In) Security
Attack vectors

Tra"ning Data I\/IIIAlgo. Gene{ated Model
) \

Generated Actions
Model(s)
(1) Data Pollution t (3) Model Exploitation t

(4) Execution

_____— (2) Algorithm Attack l /' Attack

Integrity Attacks Availability Attacks
.&,Lu'a/—




How to Manipulate Human?

Education (parents, school, friends,...)

Informatians:
Various Experiences

/

Every day life... / \ - 4
Various Sensors Cognitive Actions
(smells, sounds, Model(s)

image, ....)

L} L}

(1) Data Pollution t (3) Model Exploitation t
(2) Algorithm Attack (4) Execution

Attack
. &II/ZL'a/—



Similar to Pollution Attacks in Machine Learning

Trajning Data MII Algo. Gene{ated Model

Generated
Model(s)




Machine Learning & Pollution Attacks

Gene{ated Model

Generated
Model(s)




Brain Pollution Attack
(Integrity Attack)

Education (parents, school, friends,...)

Informatians:
Various Experienees\>
/

Every day life... /'

Various Sensors Cognitive

.(;2528 SO)U”dS’ Model(s)

Actions




How to Manipulate Human?
Physical Attacks

Education (parents, school, friends,...)

Informatians:
Various Experiences

/

Every day life... / \ - 4
Various Sensors . Cognitive Actions
(smells, sounds, Model(s)

image, ....)

(2) Physical Attacks:
Attacks that modify its
Operation (physical attack, brain washing, violence,

Drug injection, physical threats!
| 22— —



In Search of Mind Control

Various « brain-washing » techniques, tested by CIA,
based on drugs (LSD), hypnosis, electronic brain
stimulation, low-frequency sounds ...

Ex: CIA's MK-ULTRA program in the 50s that searches
for a mind control drug that could be weaponized against
enemies.

° The CIA's Secret Quest For Mind Control:
. Torture, LSD And A 'Poisoner In Chief’

September 9, 201

DDDDDDDD

EEEEE [§ rerer oross FREU AR
aaaaaaaaaa
During the early period of the Cold War, the CIA became
4] inced that cc ists had dist d a drug or
technique that would allow them to control human
L minds. In response, the CIA began its own secret
G program, called MK-ULTRA, to search for a mind control

drug that could be weaponized against enemies.

MK-ULTRA, which operated from the 1950s until the

early '60s, was created and run by a chemist named

Sidney Gottlieb. Journalist Stephen Kinzer, who spent
several years investigating the program, calls the

operation the "most sustained search in history for

techniques of mind control."

* 4
. &L%— PhD Seminar Presentation - 7 March 2011

Walter H.Bowart




Machine Learning & Adversarial Examples
(Availability Attack)

Trajning Data MII Algo. Gene{ated Model
) \

Generated

Model(s)

L}

(3) Model Exploitation




Machine Learning Adversarial Example

+.007 x
_ T+
xr Slgn(va(e, 5 y)) GSIgH(Va:J(oa T, y))
“p an d a” “nematode” “gibbon”

57.7% confidence 8.2% confidence 99.3 % confidence




Cognitive Adversarial Example

« Those lines are parallel!
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And now?

* Those lines are still parallel!

(I (i (! (l (l (i
l) l) ll ll 0 l)>
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And now?

» Those lines are still parallel (cognitive dissonance)!

Il (l Il Il Il Il
l) 0 0 ll ll 0>

I! Ii Ii 0 0 Ii




Cognitive Adversarial Example

« What happened?

.ﬁnnnnn;
AN )




Cognitive Adversarial Example

« What happened?

,nnnnnnnunnnm
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Other Manipulations based on
Cognitive Biases

 Emotion Manipulation

- Emotions, such as anger, fear, sadness, are contagious

- A Facebook controversial study showed that emotion propagation can
happen online, without direct interaction, and can be manipulated, for
example, by propagating fake news or “likes”.

- Concerning since emotions influence our decisions




Most decisions are based on Cognitive Biases

SYSTEM 1 SYSTEM 2

Intuition & instinct Rational thinking

Takes effort

Unconscious

Fast Slow
Associative Logical
Automatic pilot Lazy
Indecisive

Source: Daniel Kahneman




Bad News: There are many cognitive biaises!

COGNITIVE BIAS CODEX, 2016

We store memories differently based
on how they were experienced ” @ Ve ot things aiready primed

what Shou Id We We reduce events and lists o memcry o epested cen

10 their key elements §

Bizarre/funnyhvisually-striking/

@ nthropomorphic things stick out more Too Much
than non-bizarre/unfunny things. o
Information

Remember?

We discard specifics
to form generalities

We notice when
@ something has changed

We edit and reinforce
some memories after the fact

We are drawn to details that
@ confirm our own existing beliefs
We favor simple-looking options and complete

information over complex, ambiguous options

We notice flaws in others

@ more casily than flaws in ourselves
To avoid mistakes, we're motivated to

preserve our autonomy and status in a
group, and to avoid irreversible decisions

We find stories and patterns
® pat

even in sparse data
To get things done, we tend to complete

things we've invested time & energyin

To stay focused, we favor the immediate,
relatable thing in front of us

. We fill in characteristics from stereotypes,
generalties, and prior histories

Need To
Act Fast
To act, we must be confident we can

make an impact and feel what we do
isimportant

@  We magine things and people we're
familiar with or fond of as better

@ Ve smpity probabiltes and numbers Not EnOugh
make them easier to think about Meaning

We project our current mindset and

We think we know what
assumptions onto the pastand future @ ®

other people are thinking

ALGORITHMIC LAYOUT + DESIGN BY JM3

JOHN MANOOGIAN 11l // CONCEPT + METICULOUS CATEGORIZATION BY BUSTER BENSON // DEEP RESEARCH BY WIKIPEDIANS FAR + WIDE




Targeted Cognitive Bias Exploitation

Targeted Manipulation is even more powerful!
Cambridge Analytica has shown that psychological online profiling is
easy!

Mission «

Use large-scale data analysis
“to change audience behavior”
{company website)

Strategy

Targets micro-groups of voters
with personalised messages
based on their social network profiles
(eg Facebook) to influence

the way they vote

Mark Zuckerberg
Facebook CEO

. (”—_
Key investors

Robert Mercer

US billionaire,
Republican Party donor

» Donald Trump

Steve Bannon US President

alt-right US media executive
former Trump strategist

Alexander Nix

=

CA chief executive
(suspended) In Britain, the media has questioned
Cambridge Analytica’s role during the

Subsidiary of: Founded: HQ: the Brexit referendum on EU membership.
British marketing 2013 London: UK Nix denies the company worked on Brexit
company Strategic
Communication
Laboratories (SCL)

Sources: Cambridge Analytica, SCL Group © AP




Cambridge Analytica on Steroids with chatGPT

write a short advertising message to convince an intravert neurotic
person to buy a pair of Nike shoes

"Elevate your comfort and confidence quietly with Nike. Our shoesare [ 9 &/
designed for your unique journey. Step into serenity and conquer the

world on your terms. Order your Nike shoes now, and discover the

power of inner strength.”




Action Execution Attacks

Education (parents, school, friends,...)

Informatians:
Various Experiences
/

Every day life... / \ - 4
Various Sensors . Cognitive Actions
(smells, sounds, Model(s)

image, ....)

i

(4) Execution
Attacks:
Attacks that prevent the
subject to execute his actions
(Dark Patterns + social
engineerin




Dark Patterns

Making a process more difficult than it needs to be,
with the intent of dissuading certain action(s).




Dark Patterns

Continuer sans accepter
iullthue cookies 2

Motre organisation et ses partenaires stockent et/ou accédent a des informations sur votre appareil, telles que
les identifiants unigues de cookies pour traiter les données personnelles. Mous procédons ainsi pour fournir un
contenu personnalisé. Vous pouvez accepter ou gérer vos préférences en cliquant sur Afficher les finalités ou 4
tout moment sur la page de la politique de confidentialité. Vos préférences renseignées sur ce site sont
signalées a nos partenaires. |Pn||thue Cookies
Mous utilisons des cookies et technologies similaires tiers ou non pour prévenir les risques de fraude.

Utiliser des données de géolocalisation précises. Analyser activement les caractéristiqgues du terminal pour
I'identification. Stocker etou accéder a des informations sur un terminal. Publicités et contenu personnalisés,
mesure de performance des publicités et du contenu, données d'audience et développement de produit.

ACCEPTER

Liste de nos partenaires

GERER MES COOKIES




Social Engineering and Generative Al

Al-enabled fraud will fundamentally change the attack

surface in following:

 Crafting more convincing phishing emails and
messages that closely mimic legitimate sources
(phishing)

» Deepfakes focusing mainly on voice cloning (Vishing)

 Al-driven data mining: using Al to identify potential
targets and to determine the most effective approach
for a social engineering attack, thus increasing the
likelihood of success

ENISA THREAT

(see ENISA Threat Landscape 2023 report) [ENBECAZZRIEE

I(}L




Artificial Intelligence and Manipulation

 Information manipulation is not new...Automation and the use
of Al Is!

« This automation allows to launch large and personalized
manipulation campaigns that are very efficient and at a low
cost!

«  With Al, manipulation will improve... but Al can also (maybe)
help detection these manipulations!

* We need more research and strong regulations:

- DSA (Digital Service Act) will regulate “Dark Patterns”
« |A Act will regulate Al (in particular emotion detection,

manipulations,...)

I&'z



Merci!
claude.castelluccia@inria.fr
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