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A Preliminary Ontology of Dark Patterns Knowledge

Gray, Colin M; Santos, Cristiana; Bielova, Nataliia Towards a Preliminary Ontology of Dark Patterns Knowledge. 

In proceedings of Extended Abstracts of the 2023 CHI Conference on Human Factors in Computing Systems (CHI EA 

'23), 2023.
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What dark patterns?

▪ High demand message 

[Mathur et al. 2019]

[Luguri & Strahilevitz,    

2021]

▪ Low stock/high 

demand message 

[EU COM 2022] 

[OECD 2022]

▪ False high demand 

message

[US FTC 2022]
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What dark patterns?

▪ False hierarchy   

[Gray et al., 2018]

[OECD 2022]

▪ False Hierarchy or 

Pressured Upselling 

[US FTC 2022]

▪ Ranking                   

[UK CMA 2022]

▪ Look over here      

[EU EDPB 2023]

Consent banner from Facebook.com accessed on 11 October 2023.
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What dark patterns?

▪ Aesthetic Manipulation 

[Gray et al., 2018]

▪ Hidden information / 

aesthetic manipulation 

[Luguri & Strahilevitz, 

2021]

▪ Framing

[UK CMA 2022]

▪ Emotional Steering   

[EU EDPB 2023]

Consent banner from Facebook.com accessed on 11 October 2023.



BRIGNULL + ACADEMIC

2010-2021
[Bösch et al, 2013; Gray et al., 2018; Mathur et al., 2019; Luguri & Strahilevitz, 2021]



REGULATORY + POLICY

2022



245 Patterns Analyzed
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HIGH-LEVEL

—

strategy

MESO-LEVEL

—

angle of attack

LOW-LEVEL

—

means of execution

5 patterns

(1 new)

25 patterns

(12 new)

35 patterns

(5 new)

Gray, Colin M; Santos, Cristiana; Bielova, Nataliia; Mildner, Thomas An Ontology of Dark Patterns Knowledge: Foundations, 

Definitions, and a Pathway for Shared Knowledge-Building. 2023. Under submission. Available at https://arxiv.org/abs/2309.09640

https://arxiv.org/abs/2309.09640


AN ONTOLOGY
Gray, Colin M; Santos, Cristiana; Bielova, Nataliia; Mildner, Thomas An Ontology of Dark Patterns Knowledge: 

Foundations, Definitions, and a Pathway for Shared Knowledge-Building. 2023. https://arxiv.org/abs/2309.09640

https://arxiv.org/abs/2309.09640
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What dark patterns?

▪ High demand message 

[Mathur et al. 2019]

[Luguri & Strahilevitz,    

2021]

▪ Low stock/high 

demand message 

[EU COM 2022] 

[OECD 2022]

▪ False high demand 

message

[US FTC 2022]
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What dark patterns?

▪ Aesthetic Manipulation 

[Gray et al., 2018]

▪ Hidden information / 

aesthetic manipulation 

[Luguri & Strahilevitz, 

2021]

▪ Framing

[UK CMA 2022]

▪ Emotional Steering   

[EU EDPB 2023]

Consent banner from Facebook.com accessed on 11 October 2023.



HIGH-LEVEL

—

strategy

MESO-LEVEL

—

angle of attack

LOW-LEVEL

—

means of execution

Interface 

Interference

Emotional or 

Sensory 

Manipulation

Positive or 

Negative Framing

domain & context-agnostic domain & context-specific
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An Ontology of Dark Patterns Knowledge

▪ Enable a shared vocabulary

▪ for regulators and #darkpatterns scholars 

▪ enabling more alignment in user studies, sanctions, and discussions of harm

▪ For academic: help to trace the presence and types of patterns over time

▪ For regulators: anticipate the presence of existing patterns in new 
contexts or domains 

▪ For academics + regulators: guide automated detection across layers of 
the interface and user journey in the system

Gray, Colin M; Santos, Cristiana; Bielova, Nataliia; Mildner, Thomas An Ontology of Dark Patterns Knowledge: 

Foundations, Definitions, and a Pathway for Shared Knowledge-Building. 2023. https://arxiv.org/abs/2309.09640

https://arxiv.org/abs/2309.09640
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