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easyJet
Tous les vols sélectionnés ? Panier 225,96 €

Changer la devise >

Adulte 1x4350€
Aller Retour Enfant 1x 4350 €
Nice a destination de Bruxelles intl & destination de Nice
Derniére réservation a ce tarif effectuéeil y a Derniére réservation a ce tarif effectuéeil y a Compris dans votre tarif
6 heures 7 heures Petit bagage & main 2 x Inclus

,.).

Vos options de vol supplémentaires

har mer jeu Standard siége 29A 999¢€ #
4 Lrov 15 nov. Gnov. P Standard siége 298 999€ #
Dép. 14:25 Dép. 16:35
Arr. 16:05 Arr. 18:20
Prix le + bas Prix le + bas de Bruxelles intl & destination de Nice
4350€ v 4399€ + JSEPEFRNAE 5699¢ + Numéro de vol EJUT746 «-—<--
4 siéges 3 siéges Départ 16:50 mer. 15 nov.
disponibles a disponibles &

Arrivée 18:35
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Sélectionnez des sieéges pour votre famille afin Pamer 205,98 €
d'étre assis ensemble ~ FEssEliEesiEdEe s T 7D T

NCE a BRU, mar. 14 nov.

Fauepa ge =ame EVO Vos tarifs
ch0|x parmiles 5|eges d|spon|bles Adulte 5949 €
Adulte 1 Enfant 1x59,49 €
Enfant 1

Compris dans votre tarif

. P i Petit bagage a main 2 x Inclus
Si vous ne réservez pas vos siéges, Nous vous

attribuerons automatiquement des siéges
sans frais au moment de votre check in.

Non remboursable. Modifiable sous réserve
de

Le prix inclut tous les
applicables.
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- ‘ What dark patterns?

Tous les vols sélectionnés ? Passer les sieges > = Hj g h demand m essage
[Mathur et al. 2019]

[Luguri & Strahilevitz,
2021]

= Low stock/high
demand message

[EU COM 2022]
[OECD 2022]

= False high demand
message

[US FTC 2022]

Aller

Nice a destination de

Derniére réservation a ce tarif effectuéeil y a
6 heures

e -

lun. mar. mer.
’ 15 nowv.

Dép. 14:35 Dép. 14:25
Arr. 16:15 Arr. 16:05

Prix le + bas

Dép.  14:40

Arr. 16:20

4350€ v [R5

4 si
disponi a
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Allow the use of cookies by Facebook on this browser?

We use cookies and similar technologies to help provide and improve content on Meta
Products. We also use them to provide a safer experience by using information we receive from
cookies on and off Facebook, and to provide and improve Meta Products for people who have an
account.

+ Essential cookies: These cookies are required to use Meta Products and are necessary for
our sites to work as intended.

+ Cookies from other companies: We use these cookies to show you ads off of Meta Products
and to provide features like maps and videos on Meta Products. These cookies are optional.

You have control over the optional cookies we use. Learn more about cookies and how we use
them, and review or change your choices at any time in our Cookies Policy.

About cookies

Decline optional cookies Allow all cookies

Consent banner from Facebook.com accessed on 11 October 2023.

What dark patterns?

False hierarchy
[Gray et al., 2018]

[OECD 2022]

False Hierarchy or
Pressured Upselling
[US FTC 2022]

Ranking
[UK CMA 2022]

Look over here
[EU EDPB 2023]



Allow the use of cookies by Facebook on this browser?

We use cookies and similar technologies to help provide and improve content on Meta
Products. We also use them to provide a safer experience by using information we receive from

cookies on and off Facebook, and to provide and improve Meta Products for people who have an
account.

+ Essential cookies: These cookies are required to use Meta Products and are necessary for
our sites to work as intended.

+ Cookies from other companies: We use these cookies to show you ads off of Meta Products
and to provide features like maps and videos on Meta Products. These cookies are optional.

You have control over the optional cookies we use. Learn more about cookies and how we use
them, and review or change your choices at any time in our Cookies Policy.

About cookies

Decline optional cookies Allow all cookies

Nataliia Bielova Consent banner from Facebook.com accessed on 11 October 2023.

What dark patterns?

= Aesthetic Manipulation
[Gray et al., 2018]

= Hidden information /
aesthetic manipulation
[Luguri & Strahilevitz,
2021]

= Framing
[UK CMA 2022]

= Emotional Steering
[EU EDPB 2023]
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OBSTRUCTION

Redirection of expected
functionality that persists
beyond one or more

Making a process more difficult
Interactions.

than it needs to be, with
the intent of dissuading
certain action(s).
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INTERFACE
INTERFERENCE

Manipulation of the user
interface that privileges certain

actions over others,

a

[e10101010)

FORCED ACTION

Requiring the user to perform a

certain action to access (or

continue to access) certain
functionality.

nee.

Types of deceptive design
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Hall of shame Reading list About Search

Types of deceptive pattern

Trick questions

While filling in a form you respond to a question that tricks you into giving an answer you didn't
intend. When glanced upon quickly the question appears to ask one thing, but when read carefull- *
asks another thing entirely.
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domain & context-agnostic domain & context-specific

HIGH-LEVEL MESO-LEVEL LOW-LEVEL

strategy angle of attack means of execution




HIGH-LEVEL

Strategy

5 patterns
(1 new)

MESO-LEVEL

angle of attack

25 patterns
(12 new)

LOW-LEVEL

means of execution

35 patterns
(5 new)

Gray, Colin M; Santos, Cristiana; Bielova, Nataliia; Mildner, Thomas An Ontology of Dark Patterns Knowledge: Foundations,
Definitions, and a Pathway for Shared Knowledge-Building. 2023. Under submission. Available at https://arxiv.org/abs/2309.09640
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AN ONTOLOGY

High-Level Pattern

Meso-Level Pattern

Low-Level Pattern

Obstruction

23 Gr|Lu| Ma | Br23 | EUCOM | FTC|OECD!
3 EDPB |CMA

Roach Motel
(03Br|Gr|Lul EUCOM [1Br23|Ma|

Creating Barriers

Adding Steps (.[GTTD

Immortal Accounts (D:[EI[MA[GE[TED
Dead End (o: [
Price Comparison Prevention

Intermediate Currency

Privacy Maze (D: [0

Sneaking
24 Gr|Lu|Ma| EUCOM [OECD!
) EDPB | CMA|FTC|

Bait and Switch
o BriGrlLul FTC]EUCOM LOECD)

Hiding Information

(De)contextualizing Cues

Disguised Ad

Sneak into Basket

Drip Pricing, Hidden Costs, or Partitioned

(ST - J0R Br | Br23|Gr|Ma |Lu] CMA]FTC|

Referen pncmgm TR

Conflicting Information (p:

Information without Context (i:

Manipulating Visual Choice Architecture

(I CMA |

False Hierarchy

e3Gr|OECDLLul EDPB |FTC!

Visual Prominence (:[5:1.:0
Bundlina o:F&7TH

Gray, Colin M; Santos, Cristiana; Bielova, Nataliia; Mildner, Thomas An Ontology of Dark Patterns Knowledge:
Foundations, Definitions, and a Pathway for Shared Knowledge-Building. 2023. https://arxiv.org/abs/2309.09640
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- ‘ What dark patterns?

Tous les vols sélectionnés ? Passer les sieges > = Hj g h demand m essage
[Mathur et al. 2019]

[Luguri & Strahilevitz,
2021]

= Low stock/high
demand message

[EU COM 2022]
[OECD 2022]

= False high demand
message

[US FTC 2022]
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domain & context-agnostic domain & context-specific

HIGH-LEVEL MESO-LEVEL LOW-LEVEL

strategy angle of attack

means of execution

Social Scarcity or

Engineering Popularity Claims High Demand



Allow the use of cookies by Facebook on this browser?

We use cookies and similar technologies to help provide and improve content on Meta
Products. We also use them to provide a safer experience by using information we receive from

cookies on and off Facebook, and to provide and improve Meta Products for people who have an
account.

+ Essential cookies: These cookies are required to use Meta Products and are necessary for
our sites to work as intended.

+ Cookies from other companies: We use these cookies to show you ads off of Meta Products
and to provide features like maps and videos on Meta Products. These cookies are optional.

You have control over the optional cookies we use. Learn more about cookies and how we use
them, and review or change your choices at any time in our Cookies Policy.

About cookies

Decline optional cookies Allow all cookies

Nataliia Bielova Consent banner from Facebook.com accessed on 11 October 2023.

What dark patterns?

= Aesthetic Manipulation
[Gray et al., 2018]

= Hidden information /
aesthetic manipulation
[Luguri & Strahilevitz,
2021]

= Framing
[UK CMA 2022]

= Emotional Steering
[EU EDPB 2023]
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domain & context-agnostic

HIGH-LEVEL

MESO-LEVEL

Strategy angle of attack

Emotional or
Sensory
Manipulation

Interface
Interference

domain & context-specific

LOW-LEVEL

means of execution

Positive or
Negative Framing



An Ontology of Dark Patterns Knowledge

= Enable a shared vocabulary
- for regulators and #darkpatterns scholars
= enabling more alignment in user studies, sanctions, and discussions of harm

= For academic: help to trace the presence and types of patterns over time

= For regulators: anticipate the presence of existing patterns in new
contexts or domains

= For academics + regulators: guide automated detection across layers of
the interface and user journey in the system

o Gray, Colin M; Santos, Cristiana; Bielova, Nataliia; Mildner, Thomas An Ontology of Dark Patterns Knowledge:
Nataliia Bielova Foundations, Definitions, and a Pathway for Shared Knowledge-Building. 2023. https://arxiv.org/abs/2309.09640 26
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