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Mistake 1:
Regulate only advertiser-driven micro-
targeting



Advertiser driven vs. algorithmic driven targeting

Advertiser driven micro-targeting
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characteristics of its audience
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Advertiser driven vs. algorithmic driven targeting

Algorithmic driven micro-targeting/
ad optimization

Advertiser driven micro-targeting
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lAdd demographics, interests or behaviors | Suggestions | Browse
L ave Th —’j
The advertiser specifies the The advertiser lets the ad platform
characteristics of its audience choose the right audience
Explicit user profiling Implicit user profiling



Options to regulate (political) advertising

Considered by the European Commission (2020)

® Ban or restrict micro-targeting
e But what is the economic impact on the ecosystem?

e To which extent small and medium-sized businesses use micro-targeting?

"Exploring the Online Micro-targeting Practices of Small, Medium, and Large Businesses”, Salim Chouaki, Islem Bouzenia, Oana
Goga, Beatrice Roussillon. ACM Conference on Computer-Supported Cooperative Work and Social Computing (CSCW), 2022
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To which extent small businesses advertise on Fb?

Fraction of advertisers Fraction of ad impression

BEs

Timeline advertisers 0.200- B Ads
0.25 Ad settings advertisers 0.175 - B Impressions
0.20+ 0.150+
S 5 0.125
E 0.15- go.1oo~
- 0.10- - 0.075
0.0501
0.05- .
0.00 A 0.000
o "’:\9 ~ » N
9
Businesses Sizes Businesses Sizes
Over 70% of advertisers are SMEs 57% of ad impressions are from SMEs

Takeaway: Small and medium sized businesses do account for the majority of advertisers and
are responsible for the majority of ad impression

» Important to assess the economic impact regulations would had on them
6



Do businesses use micro-targeting?

SME (%)  BE (%)

Advertiser-driven micro- 27.7% 30.5%
targeting
Algorithmic-driven micro- 72.3% 69.5%
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Do businesses use micro-targeting?

Advertiser-driven micro-targeting was only 79% in [NDSS’2019] |

SME (%)  BE (%)

Advertiser-driven micro- 27.7% 30.5%
targeting

Algorithmic-driven micro- 72.3% 69.5%
targeting

Takeaway: advertiser driven micro-targeting is being replaced by algorithmic driven micro-targeting

» How should we regulate algorithmic driven micro-targeting?



Mistake 2:
Contextual advertising is safe



Can we target children with ads?

Placements s

YouTube allows
advertisers to place ads
onh precise videos

Select your placement targeting @

Browse Enter None selected

Swan and neo X Your ad can appear on any YouTube or Display Network placements

that match your other targeting. Add specific placements to narrow
& YouTube channels your targeting. If a specific website you target has an equivalent app,
your ads can also show there.

Swan & Néo

£ ‘( 2.19K videos = 6.13M subscrivers

Swan et Néo Shorts

24 videos - 220K subscribers
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i - A7 widaae + 7 2T7M & hearibhare

Note: Google's policy coesn't allow vou to target placements that promote hatred, intolerance, discrimination, or viclence towards an individual or group. All campaigns are
subject to the Google Ads advertising policies. Learn more

“Marketing to Children Through Online Targeted Advertising: Targeting Mechanisms and Legal Aspects”, Tinhinane
Medjkoune, Oana Goga, Juliette Senechal. ACM Conference on Computer and Communications Security (CCS), 2023
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Can we target children with ads?

Placements

YouTube allows
Select your placement targeting @ .
advertisers to place ads
None selected
onh precise videos
Swan and neo X Your ad can appear on any YouTube or Display Network placements

that match your other targeting. Add specific placements to narrow
& YouTube channels your targeting. If a specific website you target has an equivalent app,

Browse Enter

your ads can also show there.

Swan & Néco
e & =8 4-( 2.19K videos - 6.1 3M subscrivers

To target children
g 5von citioshors advertisers can place
L their ads on children-
focused videos

ote: Goog ol sn't allow vou to target placements that promote hatred, intolerance, discrimination, or violence towards an individual or group. All campaigns are
subject to the Google Ads advertising policies. Learn more

Placement-based advertising is a form of contextual advertising

“Marketing to Children Through Online Targeted Advertising: Targeting Mechanisms and Legal Aspects”, Tinhinane
Medjkoune, Oana Goga, Juliette Senechal. ACM Conference on Computer and Communications Security (CCS), 2023



Regulations on children advertising

® The COPPA Act does not prohibit advertising to children

® But data collection (e.g., tracking) is restricted from children under 13 years old
without verifiable parental consent.

» COPPA restricts online platforms’ capabilities to serve profile-based ads to children
but does not restrict contextual-based advertising.

® The DSA forbids targeting children with ads based on profiling

10



Regulations on children advertising

® The COPPA Act does not prohibit advertising to children

® But data collection (e.g., tracking) is restricted from children under 13 years old
without verifiable parental consent.

» COPPA restricts online platforms’ capabilities to serve profile-based ads to children
but does not restrict contextual-based advertising.

® The DSA forbids targeting children with ads based on profiling

Takeaway: Targeting children through contextual/placement-based advertising is legal
» Should this be allowed?

» Placement-based advertising can also be used in other contexts (health, misinformation) —

placement-based advertising might be more problematic than profiling-based advertising
10




Mistake 3:
Consider advertising only in a
commercial settings



Advertising technology enables Al-driven information targeting

e Shift from using ad tech for promoting products to potentially interested people

e to target (well chosen) information to specific groups of people (likely to accept it)
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users’ personal data to manipulate them!
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Advertising technology enables Al-driven information targeting

e Shift from using ad tech for promoting products to potentially interested people

e to target (well chosen) information to specific groups of people (likely to accept it)

Online advertising platforms

CQOVID-19 vaccination: 4 new DANGEROUS side-effects of the
Pfizer vaccine that you should nct ignore

NAINDIA.COM
New study on side-effects Learn More
COVID-19 vaccination: 4 new side-effects of t...

1Y Like (J) Commen t &> Share

Target people interested in alternative medicine : .
BEL PEOP Target people against the president

This technology gives (everyone) the ability to use
users’ personal data to manipulate them!

Danger of weaponizing ad tech to engineer polarization, voter disengagement, voter
. manipulation (e.g., Cambridge Analytica, Russian Internet Research Agency)



Mistake 4:
lgnore translation between legal concepts
and operationalizable definitions



Increased transparency and restrictions on political ads

~ Ad platforms:

e Ad Libraries for political ads + restrictions (same-country policy, disclaimers,
verification for advertisers or political content, restrictions on targeting)

14 “Understanding the Complexity of Detecting Political Ads.” V. Sosnovik , O. Goga. The Web Conference (WWW), April 2021
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Ad platforms:

e Ad Libraries for political ads + restrictions (same-country policy, disclaimers,
verification for advertisers or political content, restrictions on targeting)

Governments are working on legislation to regulate online platforms (e.g., Digital
Services Act, European Democracy Action Plan)

with the rules for political advertising, where we are seriously considering to

limit the microtargeting as a method which is used for the promotion of

political powers, political parties or political individuals,” she added.
Vera Jourova (European Commission vice-president), Dec 2020
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Increased transparency and restrictions on political ads

Gn *~ Ad platforms:

e Ad Libraries for political ads + restrictions (same-country policy, disclaimers,
verification for advertisers or political content, restrictions on targeting)

Governments are working on legislation to regulate online platforms (e.g., Digital
Services Act, European Democracy Action Plan)

with the rules for political advertising, where we are seriously considering to

limit the microtargeting as a method which is used for the promotion of

political powers, political parties or political individuals,” she added.
Vera Jourova (European Commission vice-president), Dec 2020

Underlying assumption: we can differentiate political ads from the rest

14 “Understanding the Complexity of Detecting Political Ads.” V. Sosnovik , O. Goga. The Web Conference (WWW), April 2021



Do people agree what ads are political?

e \We analyze a dataset from ProPublica/Quartz — 55k ads labeled as political by at least one
user or an advertiser; each ad has 3 labels
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Do people agree what ads are political?

e \We analyze a dataset from ProPublica/Quartz — 55k ads labeled as political by at least one

user or an advertiser; each ad has 3 labels
- < Everyone agrees
are not political (fr=0)

are political (fr=1)
0 1 30000 45000 \ 60000

People disagree, but most think People disagree, but most think
are political (1=fr<0.5) are not political (O=fr<0.5)

People disagree on more than 50% of ads!

%~ Boston Rescue Mission
Misie  Sponsored - Paid for by Boston Rescue Mission

[ ] [ ] [ ]
Ta keawa[ Ads a bo ut SOCIa | Issues a re CO nfUSI ng @ AFSCME 3299 U's tragic to be all alone and hungry. Your gift can bring
2 Sponsored - Paid fcr by AFSCME Local 3209 hearty, nutritious meals to m2n and womer who struggle
Stand up for immigrant famili2s. Tell UC tc cance’ its with homelessness.
contracts with CE collaborators new! F 2

» Can we draw a line between political and humanitarian?

» Can we regulate political advertising if we do not agree
what ads are political?

15



Mistake 5: Not auditing transparency



The Facebook Ad Library

FACEBOOK - e X Q & o

Filter By: 2y « Active and Inactive w Advertiser w Disclaimer « © Sortky w

Platform » ©  Fotential Reach =+ ©  Impressions oy Date =

Launched October 2020
nactive 0 @ wee 0 Inactive o @ nactive o E) oo
Cct 19, 2020 - Oct 25, 2020 Oct 29, 2020 N 020 Oct 19, 2020 - Oct 25, 2020
ID: 792345930830736 ID: 3093370887 3 D: *473601929493044
- - -
° Councillor Michael Brunker ° Counciller Michael Brunker e c ncll M M 8 unl(
Spomored « Pad for by Michasl Brunker Sponsored « Fald for oy Michae! Srunber el B
FREE TAFE FOR UNLCER 25s. A re-elected Palaszczuk | stand with my leader Annestacia Palaszczuk MP with pride,
Government will make TAFE qualifications anc W LLLUM I :, l U
apprenticeships free for all Cueensanders under the age of She has xept Queensland safe.
. BOWEN STA._

#QUECNSLANDER
"

- HIGH SCHOOL

. CWBNS ASSOCIATION MEE
)’ OF EACH MONTH

aaaaaaaaaaaa

B Amount spent (AUD): <A$100
‘& Potentia Reach: 10K - 50K people

See Ad Details

By Amount spant (AUD): <AS100

® Central repository of political ads running on
the platform

® Advertisers need to declare on a voluntary basis
if they are sending political ads

Special Ad Categories off @
You're required to declare if your ads are about social issues, elections or

politics. Learn More

e No public info about if and how Fb enforces
this policy!

“Facebook Ads Monitor: An Independent Auditing System for Political Ads on Facebook.”M. Silva, L. Santos
17 de Oliveira, A. Andreou, P. Vaz de Melo, O. Goga, F. Benevenuto. The Web Conference (WWW), April 2020.
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How many political ads are missed by the Ad Library?

“Facebook Ads Monitor: An Independent Auditing System for Political Ads on Facebook.”M. Silva, L. Santos
de Oliveira, A. Andreou, P. Vaz de Melo, O. Goga, F. Benevenuto. The Web Conference (WWW), April 2020.




Political ad detection

Supervised ML algo

Political ads (+)

Non political ads (-)

over 0.94 accuracy
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Political ad detection

Supervised ML algo

Political ads (+) Non political ads (-)

over 0.94 accuracy

Fb timelines: 2% undeclared + 2% declared political ads — half of political ads we detected were
missing from the Ad Library (in Brazil during the 2018 presidential election)
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Political ad detection

Supervised ML algo

Political ads (+) Non political ads (-)

over 0.94 accuracy

Fb timelines: 2% undeclared + 2% declared political ads — half of political ads we detected were
missing from the Ad Library (in Brazil during the 2018 presidential election)

+ 20% of undeclared political ads were illegal

18



Mistake 6:
lgnore access to data



Platform provided data and alternate data access

e Platform provided APIls: CrowdTangle API, Facebook Ad Library, FORT API, Twitter API,
Twitter Ad Library, YouTube API, TikTok API

® Only access to public data, problems with data completeness, rate limits, vetting process

» None of the presented studies could be done with data available in these API
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Platform provided data and alternate data access

e Platform provided APIls: CrowdTangle API, Facebook Ad Library, FORT API, Twitter API,
Twitter Ad Library, YouTube API, TikTok API

® Only access to public data, problems with data completeness, rate limits, vetting process

» None of the presented studies could be done with data available in these API

® Alternate data sources
® Mainly based on scraping and data donations
® They are against the ToS of platforms, researchers have been pursued in justice

» Alternate data sources are necessary for auditing platforms, they should not be forbidden
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Thank you & Summary

1. There is a shift toward algorithmic-driven advertising — new risks
2. Contextual advertising at the granularity of a precise content is dangerous — needs more focus
3. Advertising technologies are increasingly being used to target information — risks of manipulation

4. Some regulations are impossible to implement because definitions are not operationalizable in
practice

5. We need to audit what transparency platforms provide

6. We need access to data to understand risks

21



Thank youl!



Summary of contributions on online targeted ads

Political advertising

(Behavior) Analysis of malicious political
advertisers

(Audit) Audit platforms’ political ad detection
algorithms

(Solution) Can we reliably split political from
non-political ads?

(Solution) Detecting policy-related political ads

(Solution) EU online advertising regulations

Supporting software: AdAnalyst,
CheckMyNews, Elections2022, PolAds

23

Micro-targeting

(Audit) Does Facebook provide good ad )

explanations? =

(Attacks) De-anonymize users through micro-
ta rgeti ng \ P Award

/ The Caspar Bowden Award for Qutstanding Research in Privacy

(Behavior) Characterization of Facebook advertisers

(Audit) Assess the quality of data supplied by data
brokers

(Behavior) Micro-targeting usage

(Solution) Collaborative ad transparency



Backup slides



Audit: Audit platforms’ political ad
detection algorithms

“Facebook Ads Monitor: An Independent Auditing System for Political Ads on Facebook.”M. Silva, L. Santos de
Oliveira, A. Andreou, P. Vaz de Melo, O. Goga, F. Benevenuto. The Web Conference (WWW), April 2020.



The Facebook Ad Library

FACEBOOK

FilterBy: a1 «

Platform » ©  Fotential ieach =« ©

Launched October 2020

nactive O @ ase
Cct 19, 2020 - Oct 28, 2020
ID: 798345930830736
-

e Councillor Michael Brunker
Pad for by | "

Spommored « Pa by Michanl Brunker
FREE TAFE FOR UNCER 255 A re-elected Palaszczuk
Government will make TAFE qualifications and
apprenticeships free for all Cueensanders under the age of
25.

That's @ $21 million investmant for Certificate 3 TAFE
courses in 2€ priority skills arcas - such as minng ard...

.l
N ,

FREE TAFE’

Active and Inactive =

Impressions oy Date =

Inactive 9 @
Oct 29, 2020 - Nov 1, 2020
ID: 30933706887383331
-

° Counciller Michael Brunker
Sponsored - Fald for & o

y Michae!l Brunher

| stand with my leader Annestacia Palaszczuk MP with pride,

She has xept Queensland safe.

#QUECCNSLANDER

Yy
¥ =

Advertiser w Disclaimer « ©

X Q c Oana

Sortky w

nactive o :‘3 .
Oc¢t 19, 2020 - Oct 25, 2020
ID: *473601929493044

-

Councillor Michae! Brunker
Spomored « Pad 150 by Michasl Brun

WELCOMLE 10

BOWEN STA._

. NS ASSOCIATION MEE
N’ OF EACH MONTH

Labor oo

Michas! Drurker

B Amount spent (AUD): <A$100

‘& Potentia Reach: 10K - 50K people

See Ad Detalls
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® Central repository of political ads running on

the platform

® Advertisers need to declare on a voluntary basis

if they are sending political ads

Special Ad Categories
You're required to declare if your ads are about social issues, elections or

politics. Learn More

off @

e No public info about if and how Fb enforces

this policy!



The Facebook Ad Library

<o e~ | @ Central repository of political ads running on
Filter By: a1 Active and Inactive w | | Advertiser v | Discleimer v © Sortby th e pI ath rm

Platform «» © Fotential feach » © Impressions oy Date =

Launched October 2020

e Advertisers need to declare on a voluntary basis

Cct 19, 2020 - Oct 28, 2020 Oct 29, 2020 - Nov 1, 2020 Oc¢t 19, 2020 - Oct 25, 2020

ID: 798345930830736 ID: 30933706887383331 D: “473601979493044

, « -‘ if they are sending political ads

e Councillor Michael Brunker ° Counciller Michael Brunker Councillor Michae!l Brunker
Spor Pac for by Michan Sponsorad « Fald ‘or oy Michael Spomored « 4

mored « Pa | Brunker

w by Michasl Brur

WELCOMLE 10

BSrunker

FREE TAFE FOR UNLCER 2535 A re-elected Palaszczuk | stand with my leader Annestacia Palaszczuk MP with pride,

Sovernr?\:m will ‘mal-o; TAFE qualifications and ) . . \

;;merh eships free ‘or all Cueens'anders unde- the age of She has xept Queensland sa BOWEN STA-

That's @ }21 rmllfoq.urveam-:rt for Certiticate 3 TAFE 'O;_EENSLAND[R GH SCHOOL

courses in 2€ priority skills arcas - such as minng ard... * Special Ad Categories Off .

You're required to declare if your ads are about social issues, elections or
politics. Learn More

- NS ASSOCIATION MEE
N’ OF EACH MONTH

EENSLANDER
i e

‘& Potentia Reach: 10K - 50K people

this policy!

® No public info about if and how Fb enforces

By Amount spant (AUD): <AS100

How many political ads are missed by the Ad Library?
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Measurement methodology

Challenge: Limited access to data due to the closed nature of ad platforms — no
access to what ads people see on Facebook
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access to what ads people see on Facebook

Solution: A new measurement approach based on donations of personal data to science

{OAdAnalyst

We designed a software tool to enable data donations, that captures
the non-public content users are exposed to on social media
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Measurement methodology

Challenge: Limited access to data due to the closed nature of ad platforms — no
access to what ads people see on Facebook

Solution: A new measurement approach based on donations of personal data to science

O AdAnalyst

We designed a software tool to enable data donations, that captures
the non-public content users are exposed to on social media

Ricardo R. Campos, Juliano
Maranhao e Fabricio
Benevenuto: Fake news e a
cronica do caixa 2 anunciado

ccccccccccc

In 2018, over 2,000 Brazilian users volunteered to
install our tool (239k ads from 40k advertisers)

27



Political ad detector

Political ads (+) Non political ads (-)
\ Supervised ML alg/
use data from compliant advertisers, 10k ads] '3 PhD students reviewed 10k random ads]
over 0.94 accuracy 'Naive Bayes, Random Forest, Log. Regression, SVYM, Gradient Boosting, Convolution
(80% TPR for 1% FPR) Neural Networks (CNN): Word2Vec with 300 dimensions; 10 fold-cross validation]
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Political ad detector

Political ads (+) Non political ads (-)

Supervised ML algo

A
use data from compliant advertisers, 10k ads] g '3 PhD students reviewed 10k random ads]
over 0.94 accuracy 'Naive Bayes, Random Forest, Log. Regression, SVYM, Gradient Boosting, Convolution
(80% TPR for 1% FPR) Neural Networks (CNN): Word2Vec with 300 dimensions; 10 fold-cross validation]

Fb timelines: 2% undeclared + 2% declared political ads — half of political ads we detected were
missing from the Ad Library (in Brazil during the 2018 presidential election)
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Political ad detector

Political ads (+) Non political ads (-)

SAy

75%0FF

1N 2 ?" . ’ J-' | -\
. . %
o S—— Supervised ML algo o
| A »

use data from compliant advertisers, 10k ads '3 PhD students reviewed 10k random ads]

over 0.94 accuracy 'Naive Bayes, Random Forest, Log. Regression, SVYM, Gradient Boosting, Convolution
(80% TPR for 1% FPR) Neural Networks (CNN); Word2Vec with 300 dimensions; 10 fold-cross validation]

Fb timelines: 2% undeclared + 2% declared political ads — half of political ads we detected were
missing from the Ad Library (in Brazil during the 2018 presidential election)

+ 20% of undeclared political ads were illegal — How can countries ensure their sovereignty and
enforce their legislation?

28



Solution/design: Can we reliably
detect political ads?

“Understanding the Complexity of Detecting Political Ads.” V. Sosnovik , O. Goga. The Web Conference
(WWW), April 2021.



What is a political ad?

e Made by, on behalf of, or about a candidate for public office, a political figure, a
political party or advocates for the outcome of an election to public office; or

e About any election, referendum, or ballot initiative, including "go out and vote" or
election campaigns; or

e About social issues in any place where the ad is being placed; or

o Regulated as political advertising. facebook

Social issues: civil and social rights, crime, economy, education, environmental politics, guns,
health, immigration, political values and government, security and foreign policy
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What is a political ad?

e Made by, on behalf of, or about a candidate for public office, a political figure, a
political party or advocates for the outcome of an election to public office; or

Political actors ads

e About any election, referendum, or ballot initiative, including "go out and vote" or Flection ads
election campaigns; or

e About social issues in any place where the ad is being placed; or |ssue ads

o Regulated as political advertising. facebook

Social issues: civil and social rights, crime, economy, education, environmental politics, guns,
health, immigration, political values and government, security and foreign policy

No consensus across platforms: Issue ads are
considered political by Facebook and TikTok
but not Twitter and Google
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What is a political ad?

e Made by, on behalf of, or about a candidate for public office, a political figure, a
political party or advocates for the outcome of an election to public office; or

Political actors ads

e About any election, referendum, or ballot initiative, including "go out and vote" or Election ads
election campaigns; or

e About social issues in any place where the ad is being placed; or |ssue ads

e Regulated as political advertising. facebook

Social issues: civil and social rights, crime, economy, education, environmental politics, guns,
health, immigration, political values and government, security and foreign policy

No consensus across platforms: Issue ads are Most current legislations only
considered political by Facebook and TikTok regulate ads from politicians! (except
but not Twitter and Google EU Code on Disinformation)

30



Do people agree what ads are political?

e \We analyze a dataset from ProPublica/Quartz — 55k ads labeled as political by at least one
user or an advertiser; each ad has 3 labels

31



Do people agree what ads are political?

e \We analyze a dataset from ProPublica/Quartz — 55k ads labeled as political by at least one
user or an advertiser; each ad has 3 labels
- < Everyone agrees

are political (fr=1) are not political (fr=0)
0 1 30000 45000 \ 60000

People disagree, but most think People disagree, but most think
are political (1=fr<0.5) are not political (0=fr<0.5)
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Do people agree what ads are political?

e \We analyze a dataset from ProPublica/Quartz — 55k ads labeled as political by at least one
user or an advertiser; each ad has 3 labels
- < Everyone agrees

are political (fr=1) are not political (fr=0)
0 1 30000 45000 \ 60000

People disagree, but most think People disagree, but most think
are political (1=fr<0.5) are not political (0=fr<0.5)

People disagree on more than 50% of ads!

What are the characteristics of the ads on which users agree and the ones on which they disagree?
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Analysis of advertisers

HE Political actors B NGOs Charity Public Figure W Education B Business Bl Entertainment M Others B NA
Bl Advocacy group Community Cause News media

4% 1% 5% 1% ErEErs

Fveryone agrees are political

6%  1%2% 2% 4% SRS IpAT

Most think are political

11% 3% 5%

Most think are NOT political

e People agree that ads from NGOs and Businesses can be political

» Electoral legislation should not regulate ads only from political actors
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Analysis of ad content

Health (social issue)
Education (social issue)

I Political figure or political party
B Elections
BN Economy (social issue)

Civil and social rights (social issue)

Crime (social issue)

Political values and governance (social issue)

21% 12% 4% 3% 2%

B Environmental politics (social issue) B Guns (social issue)
B Immigration (social issue) Bl Disagreement
Bl Security and foreign policy (social issue) B None of the above

R 5% 2anelBgEl  [yeryone agrees are political

10%

Most think are politica

Most think are NOT political

e Users agree that some social issue ads are political

» Definitions of political ads should include them

e Butissue ads also lead to disagreement! ... why?
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The problem with social issue ads @ 2= ...

Stand up for immigrant families. Tell UC to cancel its
contracts with ICE collaborataors now!

« Some issue ads have highly political content ——

e Some issue ads are non-political and address
humanitarian issues

> Can we draw a line between political and humanitar
Understandable by both humans and algorithms?

f Boston Rescue Mission

Missie Sponsored - Paid for by Boston Rescue Mission

> Restrictions on political ads can harm humanitarian ads; e raaie o bl o o ey, Your gt ean bring
ShOUld they be SUbjeCt to the Same reStriCtionS? hearty, nutritious meals to men and women who struggle

with homelessness.

https://facebookads.imag.fr
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The problem with social issue ads @ 2= ...

Stand up for immigrant families. Tell UC to cancel its
contracts with ICE collaborataors now!

« Some issue ads have highly political content ——

e Some issue ads are non-political and address
humanitarian issues

> Can we draw a line between political and humanitar
Understandable by both humans and algorithms?

f Boston Rescue Mission

Missie Sponsored - Paid for by Boston Rescue Mission

> Restrictions on political ads can harm humanitarian ads; e raaie o bl o o ey, Your gt ean bring
ShOUld they be SUbjeCt to the Same reStriCtionS? hearty, nutritious meals to men and women who struggle

with homelessness.

https://facebookads.imag.fr

What about definitions based on intent and consequences?
What metrics can capture the goodness?
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Behavior: How do malicious
advertisers behave?

On Microtargeting Socially Divisive Ads: A Case Study of Russia-Linked Ad Campaigns on Facebook F. Ribeiro, K. Saha, M.
Babaei, L. Henrique, J. Messias, O. Goga, F. Benevenuto, K. P. Gummadi, E. M. Redmiles ACM Conference on Fairness,
Accountability, and Transparency (ACM FAT*, now FAccT), January 2019



The Internet Research Agency ad campaigns

Background

Ad 1D 664

Ad Text "Peaople can tolerate two homosexuals they see leaving together, but the next
day they're smiling, holding hands, tenderly embracing one another, then they
cannot be forgiven. It is not the departure for pleasure that is unacceptable, it
is waking up happy."

ISSIE LAPOWSKY BUSINESS 10.18 10:00 AM ~Michel Foucault, philosopher and social critic

HO l \E [) E hl OC R \T\ RE LE \\E #Igbt #homophobia #Foucault #society #queerquote D et a i I e d a d
) I 1 L Ad Landing Page https.//iwww facebook.com/LGBT-United-838497472793277/
8 | | ". Ad Targeting Loczjtt-on - Living In: United States o .
335 00 R l"' bbli\- L I N I\E I-) F I\C EB 0 0 h gga?e:?en?ss: News Feed on desktop computers or News Feed on mobile I n fo r m a t I O n

| A devices
| People Who Match: People who like LGBT United. Friends of connections:
i Friends of people who are connected to LGBT United

Ad Impressions 374
Ad Clicks 26
Ad Spend 99.95 RUB
Ad Creation Date 06/23/15 07:02:40 AM PDT
Ad End Date 06/24/15 07:02:39 AM PDT

(in millions)

Race

Crime or Policing

— 8.8 Sensitive
mmigration
2.6 Issues

Guns

2.1
£5] WIN MCNAMEE/GETTY IMAGES Promote an upcoming event
1.3

ON THURSDAY, DEMOCRATS on the House Intelligence
Committee published more than 3,500 Facebook and
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Characteristics
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Campaign run over 2 years
(relevant for definitions of political ads)
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Characteristics
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Campaign run over 2 years
(relevant for definitions of political ads)
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Click through rate

Finance
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Fithess
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10-20 times higher CTR than industry average!

IRA
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(relevant for definitions of political ads)
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Click through rate

Finance

Healthcare

Fithess

Retall

T 10,8

0 3 6 9 12

10-20 times higher CTR than industry average!

IRA

Efficient micro-targeting
CTR as a proxy to determine malicious advertising?



Can we rely on crowd reports?

Reporting

Some social media platforms allow
you to report content by clicking
“report”. Would you report tis ad (e.g.,
mark it as inappropriate or offensive).
Yes, No, | don’t know

—_
|

m— | berals
= (CoONnservatives
"""" Overall

— —

— —

. .

p— ~

S - /_.'
|

Mean Group Reported Proportion
~



Can we rely on crowd reports?

We Muslims of the United States are subject to Islamophobia from the media
where regularly

Leportine FR LS T 1 P Conservatives would report
Some social media platforms allow ,, ‘ﬁ w;*

g R 33 BN o but not Liberals
you to report content by clicking ﬁ / Sl 4

“report”. Would you report tis ad (e.g., WPSGAPEGBITIIBHIISUHS . v;t S e 3

mark it as inappropriate or offensive). May 29 a1 12:00 pm. Washngton D¢ —
Yes, No, | don’t know "\?ﬂ%‘-‘\ ~v~3"'

h ot . '/. /- \.
: ~ '\ } ; "N g R\ 4 d
1.0- o~ L e e e

\
e |_iberals ol

G onservatives

() & ot Overall Parasite is an organism that lives in or on another organism and benefits by
deriving nutrients at the host's expense.

About 20 million parasites live in the United States illegally. They exploit
Americans and give nothing in return. Isn't it time to get rid of parasites that
are ges:roying our country?

p—
—_———
-

] )
D i
I

IT'S TIME TO GET RID
OF PARASITES!

Mean Group Reported Proportion

0.4% Liberals would report,
) but not Conservatives
0).2- 1 g
0.0+ ! | | ! ! STOP ALLINVADERS
0 100 200 300 400 500 ‘ ‘
Ad
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Learning from past malicious ad campaigns

To detect malicious ad campaigns
e We cannot rely on crowd reports — ads well targeted are less likely to be reported
® (Click though rate and divisiveness could be useful proxies

e \What other dimensions we could consider?
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Solution: EU online advertising
regulation



European law

41



European law

UNIVERSAL ADVERTISING TRANSPARENCY BY DEFAULT

1.Digital Services Act (DSA)

S—nials e

webrizhe b cxmnine cea npenelucibin fnr snliiess parhvipabne, oo wsn prass apgrili
Irtaqiry ot electine s ann pelitizal canata. Dnlka hrnasnzsr /el Aads shoaun o A alng
wiia 3w lailureed @ >pomc: Fos= samrnes groennx o petnpha, vkt e amgrese | and snl
Bosom sl slend pro el dhul cabes Aciow Tramr s czars pronc bosom soebdiae s i e g
sanly media 4oedn thernay iy ma mzmsckesnns savns In canle anlicy ard pelitizal debat
traranaranyy A ATICh B AR Shawn 10 Wha ATy ant et kA nald e trar, lurtka o Slgnatorles
web et s Tromm e sl aowe ly sonhinimrmel gronns o e e licea e b Qg

o e e . 7)
I l Ive rS a a Ve r I S I I I ra I I S a re I I ‘ e a ' l “Eana ST O Aral Arkate ana casly eade poale IneresT acnining. Thiz =amsnes st a e R .
eleateral nennzeaas, and NHIMARLY =7a 150 1 macy 20d 7apeRRantal wanass ol nur damears) foazea Now i Goural ekt | baien
At srume of TRt pancma Ira tn ack of Tanspanee e Alteesd by alghal ol Llgprritlin Woakcz+ KA ik

[ ] [ ] [ ] [ ] [ ] [ ]
£cial madls SRR AT ANRE ACA SRANT T SN TRE WA ENMA pATerms hava 1Turd o
S a e I I l e I I W rI e I l O e e r WI ‘ IVI S O‘ I e I e S a I l e oupmpEnee ey oo ok el b parlly e o pesectim g e Fuarapear Con
witlor ey rwaxirece Tl whel gl provsseg mwseing ol g ernnny Dim sneal oM AMO - Mzsaciztion forlrtemzsonal /s LeDeswecrars

SLAUE QIR TA T lgAvwsE laihnerrs o0 dan da what £ and 12 nsf coltical 3dvan firg «|
mhwrling wll s ol v bie wospsine Bople (cems raeparnney mcirea T

submitted to Digital Services Act (DSA) consultation 202 S et 1 e Pt ] Lol | G i e

Matard Namacary,

S TTRN T P PETRTH

» increase the transparency and accountability for a S

To abow far public Intarast scruting: Transanasency 12 natassany, first acdmranraT 10d cFIngvo Foundator
=eruling el selomel xiveg Ax ey shinzinx e e plienmelalsen o0 e FLD Conde o M rwsy nereicng
Jlzntc Trat ¢ n hava sFowr, 1alic reaatves ard rIse pIohnes wors rite |n tre palitiza
u S e rS “he eenziaras oEra ot NNy Neal 2dwer SAMECTE CanR ATMNADLEE In)ded Ir the EJDricks
AanMp Mamal 2

e pazliliced anke vomrm mzebatlotd ? Tl biek ol o cxomprsdimneeam rnzzims g ol al anle =
1o varivwheter ol poiniog 2ds vware reluded ntrclibryies, omdte 02 TCdl ag lbranz
minara a Matsravcme carme it ina situation where (s diffioult to pallioe the b bedl

Figgtnme ldmernal szl Siemir
ads. M8 ultimataly necaRrAry ta aniura tha trara parancy of all sade.

» access to data to the whole research community ST s

ot potieal AWARIEFG . ANT 2TMA A NS TASNHeR &7 AL Tea FL Cada ol Prectics an

alzinalzrcsbxveznpol thalardiz suc-bazadadyznizrg wiich rirecuses acizinodonthal Europzan Digiag Fighs £D5)

Lnimrecly aceats MemseT salrs” clecteeal v Irmeoirg mencasry rarapane ny al T Dercorann Soacty
Falps tn aderaes “he ArNouly o ancpe 03 ard ARRvEg 00 A cor Tan cat A 1en of rodnn

Forensimees Ol Bazliom S im

Funpean Sxtremhip toc Denoney
TmnsnIrEny Irremat aral

T PR OB RETEr2i i Saapalgig. o S Curspear Yeomy e Lubly
-ua..,.'—.nh‘:....:.:'g;—v\.-..an—-k‘d—u-- B I e e R LI T e Vm‘,-"'-
e . e Sk D o o T2 el "

S ) Do d Bt "0
ro PR T s N o = e oy
WX 2l w oo

LR TR ) PRI T GRS P TN ] FPERTR PRI I o S|

FUR B DA W ¢
v I Bw il - ’ e
3 S Sl R
e L L B T e Ll LT T R T L S N e L S TR R S T |

- e XAy 1 e el Sloba ‘Ahtnces

W Teryuis b

Werdo Lozdorzhic Nlanez - Cluc d2 Wadnd

Heeralghala

Tova mul afaiacowey vy comednwind by Yan Swopasw: Carinaeani Cir Owrverscs For mars an

o czoatany foth-ddvein Hwckms s ool bwesiay sl e

SN,

41



European law

1.Digital Services Act (DSA)

“Universal advertising transparency by default”
statement written together with civil societies and
submitted to Digital Services Act (DSA) consultation 2020

» increase the transparency and accountability for all
users
» access to data to the whole research community
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Article 30
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Very large online platforms that display advertising, an their online interfaces shall compile and make publicly available through application programming
interfaces a repository containing the information referred te in paragraph 2, until one year after the advertisernent was displayed for the last ime on their orline
intcrfaces. They shall ensure that the repositery docs not contain any personal data of the recipients of the service to whom the advertisement was or could have
been displayed.

The repositery shall include at least all of the following information:

(a)

(k)
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the nutural or legal person on whose behall the adverusernent s displayed:

the period during which the advertisement was displayed:

whether the advertisernent was ntended to be displayed specifically to one or mere particular groups of recipients of the service and if s, (he main

parameters used for that purpose:

the total number of reciprents of the service reached and, where apphicable, aggregate numbers for the group or groups of recpieats o whom the

advertisement was targeted specifically.
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European law

1.Digital Services Act (DSA)

“Universal advertising transparency by default”
statement written together with civil societies and
submitted to Digital Services Act (DSA) consultation 2020

» increase the transparency and accountability for all

users
» access to data to the whole research community

2. European Democracy Action Plan (EDAP)

» Definition of political ads
» Click through rate
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Article 300

Additionai oniine advernsing wansparency
Very large online platforms that display advertising, on their online interfaces shal’ compile and make publicly available throvgh application programming
imerfaces a repository containing the information referred to in paragraph 2, until on¢e year after the advertisement was displayed for the last time on their orline
intcrfaces. They shall ensure that the repositery docs not contain any personal data of the recipients of the service to whom the advertisement was or could have
been displayed.
The repositery shall include at least zll of the following information:
(a) the content of the adventisement;
(b) the nutural or legal person on whose behall the adverusement s displayed;

(c)  the penod during which the adverasement was displayed.

(d) whether the advertisernent was ntended to be displayed specifically to one or mere particular groups of recipients of the service and if s, (he nain
parameters used for that purpose:

(c) the tolal number of reciprents of the service reached snd, where applicable, aggregate numbers for the group or groups cf recipieats to whom the
advertisement was targeted specifically.
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Political advertising

(Behavior) Analysis of malicious political
advertisers

(Audit) Audit platforms’ political ad detection
algorithms

(Solution) Can we reliably split political from
non-political ads?

(Solution) Detecting policy-related political ads

(Solution) EU online advertising regulations

Supporting software: AdAnalyst,
CheckMyNews, Elections2022, PolAds
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Summary of my contributions on online targeted ads

Micro-targeting

(Audit) Does Facebook provide good ad )

explanations? =

(Attacks) De-anonymize users through micro-
ta rgeti ng \ P Award

/ The Caspar Bowden Award for Qutstanding Research in Privacy

(Behavior) Characterization of Facebook advertisers

(Audit) Assess the quality of data supplied by data
brokers

(Behavior) Micro-targeting usage

(Solution) Collaborative ad transparency
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Behavior: Regulations and Micro-
targeting usage

"Exploring the Online Micro-targeting Practices of Small, Medium, and Large Businesses"
Salim Chouaki, Islem Bouzenia, Oana Goga, Beatrice Roussillon, ACM Conference on Computer-
Supported Cooperative Work and Social Computing (CSCW), 2022


https://www.lix.polytechnique.fr/~goga/papers/small_large_advertisers_CSCW2022.pdf

Options to regulate (political) advertising

Considered by the European Commission

® Ban or restrict micro-targeting
e But what is the economic impact on the ecosystem?
e To which extent small and medium-sized businesses use micro-targeting?

e Ban or restrict web tracking
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Measurement methodology

® Use AdAnalyst to collect a set of ads + how ads were
targeted

» Recruited 890 US users on Prolific to install it
» 102k ads
® Information about the business size of advertisers

» Method to match Fb advertisers with LinkedIn
businesses

Info about 79k advertisers

45

AdAnalyst

Curious about what advertisers are targeting
you on Facebook and why? Check out our
Chrome and Firefox extension.

vdl

ADANALYST.MPI-SWS.ORG

AdAnalyst: Bringing | LEARN MOI
@ Sh

transparency to Faceboo... . .
g y Why you're seeing this ad

BoConcept wanls o ieach peop e like you, who may

[ﬂ) Like O Commen t a  have:

Showr interest in Dasign (design), Hcuse
(-ea estare) and more

Set their age to 35 and clder
€) Aprimarylocation In France
What else influences your ads
Your personalized ads mey b2 based on otker
advertser choices, your profile and activitias—like
wehsites you visit and ads ynu! interact with—as well

as other information not listed here. L2arn more about
how ads work

What you can do

'Was this explanation useful? Yes No




To which extent small businesses advertise on Fb?

Fraction of advertisers Fraction of ad impression
B Timeline advertisers 0.200- B Ads
0.25- Bl Ad settings advertisers 0.175- B Impressions
0.20. 0.150+
' -
g © 0.125-
O s
- 910 0.075-
| 0.050
0.05- 0.025+
0.00 0-000—=""0
. - Q’
Q,\

Businesses Sizes
Businesses Sizes
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Fraction of advertisers Fraction of ad impression
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Over 70% of advertisers are SMEs
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To which extent small businesses advertise on Fb?

Fraction of advertisers Fraction of ad impression
SMEs BEs SMEs BEs
Timeline advertisers 0.200- B Ads
0.25- Ad settings advertisers 0.175- B |Impressions
o 0.150-
' c
g © 0.125-
@© ™
1 el 0.075-
| 0.050-
0.05- 0.025-
0.00 0-000
. - Q’
&
Businesses Sizes
Businesses Sizes
Over 70% of advertisers are SMEs 57% of ad impressions are from SMEs
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Do businesses use micro-targeting?

47

Generic targeting

Advertiser-driven
micro-targeting

Targeting type

Generic targeting only

Attribute based micro-
targeting

Custom audience-based
micro-targeting

Lookalike audiences

SME (%)
72.3%

12.0%

6.9%

8.8%

BE (%)
69.5%

15.1%

6.8%

8.6%



Do businesses use micro-targeting?

Targeting type SME (%) BE (%)
Generic targeting Generic targeting only 72.3% 69.5%

Attribute based micro- 12.0% 15.1%
targeting
Advertiser-driven Custom audience-based 6.9% 6.8%

micro-targeting  micro-targeting

Lookalike audiences 8.8% 8.6%

Most of the ads are not micro-targeted by advertisers!
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Do businesses use micro-targeting?
Generic targeting was only 19% !

Target|ng type SME (%)/BE (o/o) 0:50 AN
Generic targeting |Generic targeting only 72.3% 69.5% e
Attribute based micro- 12.0%  15.1% R i
targeting
Advertiser-driven Custom audience-based 6.9% 6.8%

micro-targeting  micro-targeting

Lookalike audiences 8.8% 8.6%

Most of the ads are not micro-targeted by advertisers!
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Does this mean that micro-targeting is not useful?

.. NO ...

... advertiser driven micro-targeting is being replaced by algorithmic driven micro-targeting

“During ad set creation, you chose a target audience ... and an optimization event ... We show your ad to people
In that target audience who are likely to get you that optimization event”.
"Each time there’s an opportunity to show an ad to someone, an ad auction takes place to determine which ad
to show”.

Facebook terms of services
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Does this mean that micro-targeting is not useful?

.. NO ...

... advertiser driven micro-targeting is being replaced by algorithmic driven micro-targeting

“During ad set creation, you chose a target audience ... and an optimization event ... We show your ad to people
In that target audience who are likely to get you that optimization event”.
"Each time there’s an opportunity to show an ad to someone, an ad auction takes place to determine which ad
to show”.

Facebook terms of services

How should we regulate algorithmic driven micro-targeting?
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Options to regulate (political) advertising

Considered by the European Commission

® Ban or restrict micro-targeting
e But what is the economic impact on the ecosystem?
e To which extent small and medium-sized businesses use micro-targeting?
e Ban or restrict web tracking

e Where is web tracking used in advertising on Facebook?
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The role of web tracking in Facebook’s micro-targeting

e Not used for attribute-based micro-targeting

“Ads they click; Pages they engage with; Activities people engage in on Facebook related to things
like their device usage, and travel preferences; Demographics like age, gender and location, The
mobile device they use and the speed of their network connection.”
Facebook terms of services
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The role of web tracking in Facebook’s micro-targeting

e Not used for attribute-based micro-targeting

“Ads they click; Pages they engage with; Activities people engage in on Facebook related to things
like their device usage, and travel preferences; Demographics like age, gender and location, The
mobile device they use and the speed of their network connection.”
Facebook terms of services

e Used only for the pixel-based custom-audience micro-targeting technique
- Only 2.6% of the ads sent by SMEs and 2.7% of the ones sent by BEs used the Facebook pixel

® Used for algorithmic ad optimization

“Interests are determined based on activity on Facebook, such as Pages or posts that people like,
posts or comments they make and activity off Facebook from apps they use and websites they visit.”

Facebook terms of services
50



Usage of Facebook pixel

51

Checked websites

Websites with
Facebook pixels

Total

600

458 (76%)

SME
(%)
61

31

BE (%)
39

69

Facebook Pixel Helper
Learn More

One pixel found on www.oracle.com

Facebook Pixel

Pixel ID: 704367189971874 click to copy

B PageView

» 4 Microdata Automatically Detected

Troubleshoot Pixel

View Analytics



Usage of Facebook pixel

Facebook Pixel Helper
Learn More

View Analytics

Total SME BE (%)
(%) One pixel found on www.oracle.com
Checked websites 600 61 39 _
Facebook Pixel Troubleshoot Pixel
Pixel ID: 704367189971874 click to copy
Websites with 458 (76%) 81 69

] [ PageView
Facebook pixels
» 4 Microdata Automatically Detected

Advertisers allow Fb to track their users, but do not directly exploit it (<7%).

51



Implications

¢ Small and medium sized businesses do account for the majority of advertisers and are
responsible for the majority of ad impression

» |mportant to assess the economic impact regulations would had on them
e Shift from advertiser-driven to algorithmic-driven advertising
» New risks?

® A majority of advertisers we checked allow Facebook to track users that visit their
websites without exploiting it

» Does this lead to market unfairness?
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Takeaways

e For safer online platforms we need access to data
e Use the law to get access to data — Article 40 of DSA

e Build systems that ask citizens to donate data about what they see online

® |awmakers developing new regulations
» We need data on the effectiveness and economic impact of restrictions

® Crucial need for assessing systemic risks with online platforms
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Thank you! Questions?



(Research) Perspectives

® Universal ad libraries is the first step

e .. but we still need to reliably detect political ads (restrictions from countries legislation);
identify malicious ad campaigns; and decide what kind of transparency we need for
algorithmic driven micro-targeting?

® Can we measure the impact of information targeting? In which conditions a targeted message
can change the opinion, preferences, voting behavior of a person?
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Background on online advertising

The basics:

e Anyone (with a credit card) can be an advertiser
Facebook [
e Fb has over 250k attributes available to micro-target users e —
atsApp
Messenger @

» “anti-abortion movements” , “cancer awareness” wechot 0 BREEEEETT
- - instagram [ IR
e Facebook has 2.5 billion users, Youtube has 2 billion users TikTok

The observation:
e Shift from using ad tech for promoting products to potentially interested people

e to target (well chosen) information to specific groups of people (likely to accept it)
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